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Instech JM.S includes a set of functions for
responding to the requirements specified in FDA

21 CFR Part 11.

Instech JM.S The standard is intended to provide a solution
for securely handling electronic records and

electronic signatures in industrial applications.
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User
Management

User Groups and
Users

* Instech JM.S provides customizable

user group dynamics

* YOu can restrict access to various

widgets and operations by configuring
users, user groups and assigning
specific authorizations to each group

* Max User Groups =50
* Max Users = 500

- Each user must be member of one and

only one group. Each group has
specific authorizations and
permissions.

* By organizing permissions and groups

you can define the security options of a
project
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User

7 users x| Usercroups |

Management

+ = A v &

| Mame Mul: User | Inactive | Group | Pessword | Comments | Exception | Change Infiel Passvic
¥ fedmin O O admin s admin user E Fels=
L= [ O [efeul e user] Bl Fels=
SUP O O Supervisor SUPE123 O Fels=
! O O WMenzger e fA a2 O Fels=
User Management ; = O Cposer e O
L O [ | unadhonzed rerrees O Fele=
Parameter Description
MName Uniique User name
User password.
o Common Parameters . .
Pa rd Mote that for security reasons the password will never be

Parameters commeon to all users

[] Force to change initial password

[] Force log off time {min) 1
[] Minimum Passward Length (Char) 4
[] Password must contain spedial characters

[] Password must contain numbers

[ ] Password must contain lower case and upper case

[] The last three passwords cannt be reuse

[ ] Mumber of weeks before force a password change 52

Show warnings before password expired (day) 1

[ ok | coneel

Change Initial Password

Logoff / Auto log out time (minutes)
Password minimum length

Must contain special characters
Must contain numbers

Must contain lower case and upper case

Password cannot be reused

Passwaord aging (weeks)

Warning (days)

displayed. Passwords are encrypted and cannot be retrieved not
even for specialized technicians

User is forced to change his password at first log in

Minutes of inactivity after which the user is logged off.
Set to 0 to disable

Minimum length of password

Password must contain at least one special character
Password must contain at least one numeric digit

Password must contain lower case and upper case

The new password must be different from the last 3 used
passwords

Mumber of weeks before forcing a password change (1/52 weeks)

Show a warning message before password expires (1/30 days)



User
Management

Managing User at
Runtime

Edit User screen

User name: |userd v Inactive
Passwaord: Show password
Group. | Defawlt v
Comments

Fassword must contsin number:

Password must contain special

User must change his initial pas sword:

Inactivity logoff time:




User
Management

Managing User at
Runtime

Action for all user

User management macros that could be use from any user
Login / Switch User

Logout
Change Password

This action should be set as per authority level/requirements

User management macros that could be used from administrator only
Reset Password

Add User

Edit User

Export Usaer

Failed logging attempts are logged to audit trail. User is not blocked

Inactive User Option is available in Edit User action
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Active Alarms

and History

Alarm with operator acknowledgement

Operator must acknowledge alarm once trigger

Active Alarms - Acknowledge

B | alarmi Triggered Kot Acked 5/ 14/H0G0 - OB:30:44 _. | e pressed 1-low
—
Checlk/Uncheck Al




Active Alarms

and History

Alarm History View

Log and display alarm buffer

Hom:  15/05/00 - 16:54724

Alarms History Table

Duration: | 5 Mins »|] Refresh
To. 1505770 - 165774
Column Fitker: Mame -

Timestamp Mame: State Value Des criphion
15/05/20 - 16:55:09 Marm1 Triggered Mot Acked 1 amy pressed
15/05/20 - 16:5530 Marm’1 Mol Triggered Mol Acked 1] Qe pressed
T3/0520 - 1625534 Aarml Mot Triggered 0 £ pressed
15/05/20 - 16:55:37 Marml Triggered Not Acked 1 ] pressed
15/05/20 - 16:55:39 Marm1 Triggered Acked 1 amy) pressed

=
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Alarm

Limitations

* Depending on HMI model

Alarm HMI

PC Runtime

Max History

4000 alarm can be defined

10,0000 alarm can be defined

10,0000 event/ records can be stored
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Audit Trail

The Audit trial/record contains information of the action executed and the user that
performed them along with time stamp

Tags Alarms Riecipes Miscellznzous
Tags
+Al K rione 5% settings
E] Enable &udit Trai
Tag Audit | Signature | Audit Buffer Comment
Tagl =1 [ AuditTrai
Tags Alarms Redpas Miscellaneous
Alarms
+ All 3 Mon= §ah Settngs
A Enable Audit Trail
Alarm Audit | signature | Audit Buffer Camment
&larm1 [ B AvcditTrail
. Tacs Alarms Renpes Mmcellan=ous
Recipe
e il 3 Mon= &5} Settings
kA Enable Audit Trail
Reclps Audit | Signature | Audit Buffer Comment
Redpel 5| ¥ AuditTial
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Audit Trail

The Audit trial/record contains information of the action executed and the user that
performed them along with time stamp

M | S C . Tag= Alars R=cip=s Miscellan=ous
e al ‘ ¥ Mone ‘ &5} Settings
[] Enabie Audit Trai

Recource Audit | Signature | Audit Buffer Comment

Lser login detsis [ AucitTrai

Liser Mansement Schons f==1 ] AuditTral

Sysfem achons =1 O AuditTrai

FTP actiore [ 1 AuditTrai

Buffer actions | O st




Audit Trail

Electronic Signature

Tegs  dlamz  Redpes Miccellanzos

+.|I.l X Mene i) Settings
[=] Enabie &udit Trai

Tag Audit | Signature | Aude Buffer Comrment /

Tagl f=1 [ Audrtral

The user password is Confirm your password

required before allowing
the resource to be modified
by the user

l

Pacsyword:

b dibdbdd

Comment:

This is a short comment that
explains why 1 am doing this changs

Lo ) o)

of Settings

Signature passward valdity (Sec):

[ 10l

o[ o

Signature Validity (sec)

*  Password will be
not required again
for the next 10 Sec.

* The validity time
can be modified
from the Settings
dialog.
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Audit Trail

Audit view on screen

System Action
Tags

Alarms

Recipe

User Action

Login Attempt Failure

Audit View
From: 150542020 - 16:28:26
To:  15/05/2020 - 16:58:26 Duration: |36 Mms T i
Column Filtsr: serMame -
Record 1D Timestamp UserMame Operation Information

— 1505/ 2020 - 16: 5450 SYSTEM_IDAL SYSTEM_FOWERON EXORMN OM

? 1505 2020 - 16:5£51 atmin LOGIN 1
/ 3 1505/ 2020 - 16:5509 admin WRITE_TAG Tag 1; 15 1;comment check

4 15/05 2020 - 16:5530 atmin WRITE_TAG Tag 1; ;eomment 2

5 1505/ 2020 - 16: 5534 admin ACE_ALARM Alarmcomment 2
/ E 15052020 - 16:5543 SYSTEM_IDAL RECIPE_WRITE_TAG Tag1; T;eomment 2

9 15/05/2020 - 16:5543 admin DOWHMLOAD_RECIPE Recipel; Sel 0 teommeant 2
A 13 15/05/2020 - 16:5554 adinin UPLOAD_RECIPE Rocipel; Sel 1; 1;comimant 2

14 15/0%/ 2020 - 16:5&10 &dmin ADD_USER 1;userl
/ 15 1505/ 2020 - 16: 5620 adinin EDIT_USER Trusai 1 inactive

16 15/0%/ 2020 - 16:E28 &dmin DELETE_USER 1;userl

17 1505/ 2020 - 16: 5640 adinin CHAMGE PASSWORD 1

18 15/0%/ 2020 - 1653 &dmin LOGOUT 1
\ 1% 1505/ 2020 - 16:56&52 usarl LOGIM Login ailed

20 15/0% 2020 - 165705 &dmin LOGIN 1

23 1505/ 2020 - 16:57-28 admin *RINT_GRAPHICS_REPORT Graphic Report 1

M
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rend Buffer

Trend View on Screen —Table or Graph

Sample time could be 1 sec or 1/10 seconds

Image of Sample Project:

Trend Table (Log)

Batch Mame:

20JLT1TA

Friams Z8/07 20 - 0900E02
To: z:zma - 09:33:52 oo B ” m
Timestamp TEMP HUMI PRESS BatchName | UserNzme

PR OEIE43 b2} 2 45 ZOILT7A userl
28/07/20 - 0% 3% 44 14 95 47 20UL17A userl
PN OHPD 0RIEAE 4 ) 4 2001174 userl
2007 20 - 0% 3 46 o 97 51 2001174 user|
2007 20 - 03X 47 o 94 52 2001174 user|
2007/ 70 - 073X 48 o 9 54 200L17A userl
28/ 07 20 - 0% 3 49 o 57 56 200L17A userl
24 U R ax sl u H4 b1 ZILLT FA userl
28/07/20- 0%3% 51 o 81 59 200L17A user |
2807/ 20 - 0% 3352 o rid 61 200L17A user |

[ ]

Enter Value to update Tag3 (Press.): Q

' . Usemame
Group

user]
Default
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rend Buffer

Limitations

Depending on HMI Model: Trend Memory ranges from 5o MB to 500 MB

Sample Image: for 20 Tag, 5 min Sampling and Buffer size ;o MB

Wumber Of tags 20

SAMPLIMNG RATE [in sec) B6A00

sizeof 1sample 191 (Tags™5+11

MWumber Of samples 150000

Hours 3600000

Cays 150000

Required Buffer size 2E650000|Mumber Of sample * size 1 sample

Available Buffer size N 52422800

Max Possibel Mumber of samples 274400| svalaible buffer size/Size 1 sample
Hours GSE5600
Ciay=s FFA400 9146650667
Yedrs Tal. 7808219

Available Buffer sizef{chedk panel Model)

Copy to available Buffer size

S50MB = 52423800 for ex Series

S242880{

SOOME = 524383000 for PC runtime

S8 EE000
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rend Buffer

Limitations

Depending on HMI Model: Trend Memory ranges from 5o MB to 500 MB

Sample Image: for 20 Tag, 5 min Sampling and Buffer size 500 MB

Humber Of tags 20

SAMPLIMG RATE [in sec) BGAND

size of 1 sample 191|Tags*9+11

Mumber Of samples 150000

Hours 3600000

Days 150000

Reguired Buffer size ABASO000|Mumber Of sample * size 1 sample

Available Buffer size i 524288000

fax Possibel Number of samples 2742900) Avalaible buffer size/Size 1 sample
Hours GL5ETTE00
Days 2744500 9149666667
Yoars 7520.2T73573

Available Buffer size{check parel Model)

Copy to available Buffer size

S0MB = 52428800 for ex Series

324928800

SO0ME = 524288000 for PC runtime

3242BE5000
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Signed PDF Report




Signed PDF Report

X.509 certificate signed from a Certificate Authority

When you open the file, the PDF reader tries to decide if the signature is valid then it looks at the
certificate used to sign the document.

If the document has been modified, it will be highlighted with a different message.

Modified PDF Valid PDF
Home  Toals Report.paf * Home  Tools Reportpdf
5 & 8 = Q ® © © B &8 =8 Q
& signed and all signatures are valid, but with ursigned changes after the ast signature. &, Signed and allsignatures are valic,
o (&
@ @

24
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Signed PDF Report

Sample

B aienderl_Datal ng_TZ7ABT_20200728_221620,pdf - Adebe Acrobat Pro DC
File Edit View Wmndow FHelp

Home  lools Blendert_AllLog 72. Blender1_Datalog ... Blender1_Datalog... X = @ | Sic
B e ® 8 Q @O nwem | R MO = [ T B L & Ga B
-‘-A At least one signature has problems.

2z

Signatures X 28/07/20 - A
« Validate All Batch Name: 727AB1

Rew. 1: Signed by HMI-1399 Data Log Report Pag

& Signature vaidity is unknown Timestamp TEMP HUMI PRESS BatchName
a Documert has not been modified since this ssgnature was applies 28/07/2020 - 18:22:01 16 8 Q
Signer's icentity is unknown because it has not been included in y 28/07/2020 - 18:22:02 16 8 0
Signing time is from the clock on the signer's computer. 28/07/2020 - 18-2203 16 d 0
Lstec. 20200728 223211 43530 28/07/2020-18:2204 16 8 0
Fiedd: HMI (invisible signature) 4 28/07/2020 - 182205 16 g 0
Click $o viewthis version 28/07/2020 - 18:22.06 16 8 0
28/07/2020 - 18:2207 16 8 0
28/07/2020 - 18:22:08 16 8 0
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Signed PDF Report

Sa m ple LOg Report: B check2 | Graphic Report 1_202005135_165728.pdf - Adobe Acra.,

File Edit View Window Help

(Max Pages — 32) Home  Tools checkzi_. x B (@) M  Signin i
150572020 - 16:57:30
PDF REFORT
Trend Table
Tinetnro T [
WO 16545 | s
IWURACN - 165458

IYOVHDC - 185500
A0V - 165508
IOV - 1655
VOG- 165578
TWOVALY - 165520
VOV - 165528
ANV IR0 - 165538
VOV - 165538
IVUVALO - 165548
WYUNIADD - 18554
IOV - 1RSS50
IV - 165555
VOV - 165600
IYOVALY - 165508
IWOVALO - 16550
AWV - 16 5608
ILOVAN - 165620
IYOVALO - 165428
VUYL - 165620
IVOVIALD - 165408
AUV - 16 56 et
VO - 165645
TYUVALD - 16550
IVOVIALD - 165598
VOV - 165708
L0V - 165708
IOV - 1657
IVUVALO - 165274
IYOVADD - 165728

o;g::leoooeeosl‘g'eoeeeeo;:,llos
olafe(n|e|=|e 2fe|ule|e|n|sfo ulale|ofs|n|u( oln|a|s[n]s]|«|e §
35388393888838‘883938335383!&5‘91
wlwlw bl el e v O Wik s

é

Name PrimtBy:.
Sign
Date




Signed PDF Report

Sample AUdlt Report SR e R 165728.pdf - Adobe Acro...

File Edit View Window Heis

(MaX Paages = 22 Home  Tools check21_. x B8 @ A Signin
ges =32)
~
16/06/2020 - 16:57:29
PDF REPORT

Audit Report Sample

Heoond | Tty neeree Oparain Inforasen
Al 15052028 - 16340 STV _CAL SVSTIM_POWLRON EXORN ON
2 TNOR203 - 1ASeS) adein Loan 1
3 1S05203 - 165500 adwin WRTLTAC Tog ;2 1 ormment chack:
- TNOAD0E - 103N o W TAS WO et 2
L ] IS0 1635 advin AT ALARN Alzers! xorsmert 2
. TNONNE - e v R TAN WO TeoMwwet 2
? 15052028 - 1655 adwin AD_ALAN Alara! zoranert 2
. 1R0S2038 - Yesa SYSTRN_Oa RED P _MaaTE_TAL Teg ' nasermat 2
. IBOLD3E  ean by COWMNLTAD NESIPT Poe g o0y S0tS D vumwwmed 3
w 15TV - 104 e T AL YN Toeawrnat 2
n 15052020 - 16350 adwin LPLOAD_RZDPE Racpal;Serl T comrment 2
2 IROR203E - 16SR e adin S 0AD_RECEE Racipel; Soc 11 oarvrent 2
n TSR0 - 16Snd adwin UPLOAD_RECFT Recipel; Sot);l comment I
AL TNTAGNE - 1030 % e ADooee 1u8e
13 1502020 - 163620 adoriny torusen Tae] metve
AL INON00 - 103638 "y cELETE DS 1 asery
AL 15052028 - 1esua adeiy CHANCL_PASTNOR) 1
" INORD03E - 1ASASY adoein oG T 1
19 | isensese vesees J— Lo Login fuded
m TNOA02E - 10378 oy LoEN 1
3 15052038 - 165 advin LocouT 1
n IN0L2Q3E - ST 18 adeein LouNn 1
= 15052028 - 165 adwin RINT_GRAP CZ_REPIR Craphc Rapart 1

Print By:. Checkod By:

2¢f




Signed PDF Report

Sa m p | e Al arm Re po I’t: B check2]_Graphic Report 1_20200515_165728. pdf

File Edit View Window Help
Home  Tools check21_.. X ® A Ssignin
(Max Pages = 64) » :
~
15/06/2020 - 16:57:29
PDF REPORT
Alarm Report Sample
Teneviers Nerse e Vehe Seacriotson
15300 - TR0 == Trggeres Nt Acksd 1 g pesasad
TEMyI00 - 15230 | Alew) | NotTrggesd ietackec | @ g pransad
1My 000 - ESE34 | Al Nt Trggesad ° g prarsad
PG00 - ST Adaren} Triggared Mot Ackad 1 g poonsad
P Moy IO - NI A Trggecec Ackad 1 oG pratsad
PEMIGIDC - WSRAE Aot Aot Triggemd o g pransad
VUM IS0 - SELT = Trggaree Nen Acknd 1 g peaesad
Name PrmBy. Checked By:.
Sign
Date




Signed PDF Report

Save Location / Storage

Can be stored at multiple locations:

USB

SD Card
HMI Internal
PC location

Image of Sample Project

Signed PDF Report e Ea

¥

(i)
Select location to save PDF Reportto Print
PLFE will be saye hers USB ]
/mnt/usbmemory/report o
nd Backup file here sD
/mnt/usbmemory/reportbackup luKrAE
e INTERNAL
Printing Staius Enter Path
Printing % i Alarm Report l
Frinting Quesus
Prnnting Errar
USB Stetus i St ‘
USE FreeSpace 30855692800
SO Status 1 £l in One REPDRT
S0 FreeSpace
_ Jsername user1 Machine Narre | Slender] [
Group Default Blenderi_Datalog_JL27B12_20200727_120005 pdf
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Signed PDF Report

Transfer to PC

Manually:

* Taking out USB (Pen Drive) and SD
card

* Using Instech Client software in PC

* Using FTP Clientin PC

Automatically:

* Using HMl as FTP CLIENT we can
transfer SIGNED PDF to PC.

* Need too define PC as FTP Server, So
whenever FTP Server is available
HMI can automatically transfer file to
PC.

Image of Sample Project

Report BackUp to PC ~ ®"Neme )

Using JMClient.
Connect to panel using JMabile Client.vath (@dmin/admin) username/password. Copy from
Then press button to get file n PC. :

Using FTP Client:

Open new browser, Enter "fip.#HMI IP ADDRESS' ENTER
Sample 'FTP:#/192.168.225.29"

Using FTP Server on PC.
Enter Server IP address:
User name:

Password:

Press Enable

FTP Server IP 192.168.225 54
FTP Server user admin
FTP Server Password . admin

SO 2105 V10 alicit Tepert 0360727100622 paf
FrPSans.

_,- | Username
Group

Default
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Thank you!




